"J@ PowerSchool

PowerSchool Special Programs
Deep Dive

Security Groups and SIS Roles

v2.0 Updated 03/25/2021



How to Click ....

* To Copy a Security Group

e To Assign PS SIS Role to a Security Group

e To Modify Security Group Privileges

* To Modify Document Template Security

* To Manually Manage Membership

e To Add a Supplemental Security Group to a User
* To Use SIS Integrated Security Preview
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To Copy a Security Group

Staff Security Groups (1, Gifted and Talented Administrat
1. Select Administration > Security

2. Open the default security group you want to

make a copy of and select More > New Security
GFOUp ? Mew Security Group (using privile
Gifted and Talented Adi Delete Security Group def

Properties/Privileges Members Document Templates

Edit Properties/Privilegi2  More...

» System-wide administrators can manage membership,

New Security Group Utilities
Security

Security Group Namej My LEA Gifted Building Coordinator
Category: Demo Gifted Coordinz~

P5 515 User Access Role: {optiongi)

Name the new Security Group (hust ecisely mereh user access rale name in PS 515

. . Messaging 10: foptional)
(ASSIgn It to you r new catego ry (AMTS ESSOges {0 e S8 LD ﬂl'l'glrdﬂ,t?'.ll'flﬁ'mhh'i Tiais I st MP."-EII'LI-!'D'*.IH'I Ay

Optio na |) Allow system-wide security administrators to manage membership of this group,
Allow location.wide security administrators ta manage membership of this group.

Configurati
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To Assign PS SIS User Access Role

1. Click to select and open a Security Group
2. Enter the PS SIS User Access Role (maps
membership from PS SIS Role upon initial sign-in)

Edit Properties/Privileges

Security Group Name: (Classroom Teacher (Security Group Default)

Category: Building Staff (Securit -~

PS 515 User Access Role: {optional) \
1

Messaging ID: foptional)
{Allows messages to be sent to all group members. This 1D must be prefived with 'X-.)

Allow system-wide security administrators to manage membership of this group.

Allow location-wide security administrators to manage membership of this group.

| Cancel |
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To Modify Security Privileges

1. From the Properties/Privileges tab

Navigate to the feature panel and modify the privileges as desired

3. If you are changing Student Profiles from System-wide to Location-wide, all privileges
must match

4. Click Accept

N

~ Student Profiles & Documents Privileges

View Students lﬁrantii-liysmm-wme ot
Add Students Grant (+) Location-wide

Edit Students | ™3

Dreny [-) System-Wide

Dervy (-) Location-wide

Delete Students

Deactivate n/a b
Remember -

* System-wide indicates access to all data district-wide
* Location-wide indicates access to only building data based upon the user’s active locations in SIS.
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To Modify Document Template Security

1.
2.

Select Document Templates tab

Click the magnifying icon to select the Staff Security Groups >

Mv LEA Gifted Buildine Coordinator

document template

Properties/Privileges Members

Document Templates

3.

=] !"i I:|.I 1

Modify the View/Edit Rights

Cefuril
F'I"IZIFIE‘TEIE'S-'F'F-‘-.'IllE‘,gE'ﬁ Members ﬂﬂl:uml'l'lt'll'l"llﬂitﬂ ’

Confguration

Select Profile Type: Students < GplEen Templ.:lc."falegﬁrf Gifted Educacaar v

Gifted and Talented Administrator (Security Group Default) - Template Rights for "Gifted Education Plan’

_Statys Change Artach
B, (Edil) Document-Wide Visw Edle Rights Righta EditFlles  Files  Edit Public
" it [ 511 Edig Sef  Sef  Set Review  ARiach Atfached ioFinal Statement For

View View Final Only Create Draft Mesiew Final Translate Oelete Oraft Review Final Print Acknowledge Files by OthersDocuments Banks fina
Docwment-Wide Rights || ] | | 2] | i

LI%E il MG e
Theess Figdats con alrrmeesanly be T rigihr
ossEped for indmduor secthons Iﬂ'mﬂm
Rl

# {Edit Snction Wide View/Edit Rights
Cdit bdit  DdiE
Section Name View  Draft ~ Review Findl Trambste

Gified Education Flan X 5 =

’”@ PowerSchool

Document Templates/Categori

€, Gifted

@, Notice of Proposed Meeting for Gifte
&, Referral for Gifted Services

@, Notification and Consent for Gifted S

@, Rights in Gifted Education e
@, Motification of Gifted Referral Screaenj
&, Gifted ENgibiliny/Screening Determing
@, Motification of Eligibility Determinati

@, Notification of Eligibility DEI.‘EFI'H“‘IEI:EI#

@, Gifted Education PLan r




Document-Wide vs Section-Wide View/Edit nghts

Related Service Provider [Customer Configured) - Template Rights for 'Individualized Education Program’

Rights. Attach
1 # icin) Submit Edit Filed Files  Edit Public
o Edit  Edit  Edit Ser Set  Sei Review to Artach Attached toFinal Statement Force

View View Final Only Create Draft  Rewiew  Final Translate Delete Draft Beview Final Print sckrowledge Docudign  Fibes by Others Deduments  Banki  Finalize
Dacument-Wide Bights

Liver mst o have
Thodid PR Cove TR ety B m.r“
mssigred for inowidual sections Jor corrent docwment
AnFiin
g # e SIMECUARS M e Document —Wide rights filter down to
SeLnion Mame VW Draft Rewview Final Tramslate H
:-.Il.l:|rrlLi'-'l.'-.ﬁlllr-lzzll-.;.F:.{i.:;:-'r““ A L2 D a” Sectlons
s aatsiiig e If you wish to change a section right,
sy, click on the Section-Wide Edit Rights.
SETVRIES

Signabure Fage
3 her; Dacumens Delssery
" Diher Progress Repon

Add Edit Final section rights where documents have:
e Signatures
e Document Delivery — “office use only”
* Progress Reports
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To Manually Manage Membership

1. Administration > Security >
Staff Security Groups |2 Special Programs S Clatioibin | Rt « Ol
2. Click to select Security Group Staff Security Groups (2 Mv LEA Gifted Building Coordinator

w

Click Members Properties/Privilege 3 Members Document Templates
4. Select Add Members, search

for and select as appropriate.

Edit Properties/Privileges More... -~

Add Members 4 Remove Members |

Transfer Notification [(Security Group

Membership is assigned based upon the PS SIS Role assignments in PS SIS the

Last First v
first time a user accesses Special Programs using SSO. 5 Name MName A
e |f you remove the user from the Security Group manually, the user will be re- & TRAIN1 Transfer District

assigned the next time the user signs in

* You can manually supplement the PS SIS User Roles by manually adding to
additional security groups

* You can manually assign if the user is not assigned to any PS SIS User Roles
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To Add a Supplemental Security Group to a User

o [

Camimunicaton Reparting

Special Programs

1. Select Search > Staff

2. Enter search criteria and select search2 - Practice Teacher (TRAINO)
staff record F'r::r!'.?._ Security SIS Integrated Security Preview

w

Select Secu rity tab 4 Zdit Security  SignIn as This User  Manage User S5O 1D Print

Click Edit Security
. Practice Teacher's Security Profile (Login Activated)
3. Select Secu rlty group (S) as Works At Location: Apple Grove High School

desired st security Profile: Pracice Teacher (TRAING)

Login status:  Activated (personal password]

s

Moo 0 user's e fecrive ined] privileges ore defevoined by mking the sum of all privileges gn L] If you remove the user from the Secu rity G rou p
aalabng fo Mt gy peseveped rosded Mol Sdridun’ eeeride. then finaly removwny e . .

manually, the user will be re-assigned the next
Mark the checkboxes next to the security groups Practice Ti tlme the user SignS in

| ALSDE ARMIN (Security Group Default)

* You can manually supplement the PS SIS User
Clagirsam Teacher {(Security Growp Default)

IS eI A sy o M O Roles by manually adding to additional security
[ District Admin Spacial Programs (Sscurity Group Default] groups
i A e s ke * You can manually assign if the user is not

= [LOeCaTHO TS 4L0FS LN Manage M barien

assigned to any PS SIS User Roles
lizh Learners (EL) Teachars (Security Grosp Default)

= prakem-angde sdmenesralors Can manage mamhership

= Lo F niandad gdffidCialort 04 Mandge mamliarimg
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SIS Integrated Security Preview

1. Select Search > Staff

2. Enter search criteria and select Allows you to preview the security group
staff record membership to be assigned upon SSO.

3. Select Security tab

4. Click SIS Integrated Security If no assignments, check Role assignment in PS or

Preview verify role assigned to security group

Search > 3) Send Message
. £ : Messages
Profile Security 5IS Integrated Security Preview
Announcements
Constrain Integrated Roles by Location? |No
Calendar
Security Group 515 User Aocess Role Location Change

Section 504 Administrator (Security Group Default) 504 Administrator System-wide ADD
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Real World Tasks for Production Go Live

Assigned the PS SIS User Access roles to each Customer Production Go Live Checklist See Quick Reference Guide
Default Security Group

Add Section Level Edit Final to all documents with Customer Production Go Live Checklist Add Section-wide Edit Final
Document Delivery rights to Progress Reports: IEP,

Individual Instruction Plan (RTI),
Tier 3 Instructional Plan (RTI)
Assign Member to Transfer Notification Group Customer Production Go Live Checklist User(s) responsible for
Receiving and Sending Transfer
Envelopes
Adjust privileges on Staff to System wide
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